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This material reflects expertise and vision of the Bank of Russia (BR) on the issues of on-line confidentiality, protection of personal data and information. BR considers that major issues related to the assurance of on-line confidentiality and protection of personal data and information for credit and financial organizations of the Russian Federation are the following:
· Assurance of confidentiality and protection of data used for authentication of the right to manage funds, transfer money and perform other financial operations and transactions (hereinafter – authentication data)
· Minimization of risks for unauthorized money transfers and other financial operations and transactions, should the above authentication data be compromised.
To ensure confidentiality and protect authentication data during online operations, BR has identified and is implementing the following prioritized action lines:
· Development and application of industry-specific standards for information protection, by credit and financial organizations of the Russian Federation
· Establishment of an independent system to monitor compliance of credit and financial organizations of the Russian Federation with the above industry-specific standards (independent system for conformity assessment)
· Promotion of economic interest for credit and financial organizations of the Russian Federation in the application of the above industry-specific standards
· Improvement of BR regulations in regard to capital buffers for handling operational risks associated with information protection
· Enhancing quality of computer-aided systems and applications used by credit and financial organizations of the Russian Federation for automation of money transfers and other financial operations and transactions
· Prevention of authentication data leakage. Methodological experience of BR in the implementation of the above prioritized action lines is reflected in the set of BR standardization documents "Information security of the Russian banking system organizations" (see sections "Bank of Russia standards" and "Recommendations on standardization" at: http://cbr.ru/credit/Gubzi_docs/).
This set of standardization documents includes, among others, the following documents related to the protection of authentication data used online:
· The BR standard "Information security of the Russian banking system organizations. General provisions" (STO BR IBBS-1.0-2014)
· BR Recommendations on standardization "Information security of the Russian banking system organizations. Information security during life-cycle phases of automated banking systems" (RS BR IBBS- 2.6-2014)
· BR Recommendations on standardisation "Information security of the Russian banking system organizations. Prevention of information leakage" (RS BR IBBS-2.9-2016).
These documents were developed taking into account requirements of ISO/IEC 2700Х family of international standards on information security management system (ISMS).
In the case of compromised authentication data, the following prioritized action lines were identified and are implementing by the Bank of Russia in order to minimize risks of unauthorized operations:
· Application of technological measures to protect information, implementing additional monitoring (confirmation) of money transfer
· Operative exchange of information between credit and financial organizations of the Russian Federation, law enforcement bodies and the Bank of Russia
· Application of uniform standardized methods for processing technical data which is generated by the information infrastructure of credit and financial organizations of the Russian Federation for further transfer to law enforcement bodies in the case of incidents related to information protection.
Application of technological measures for the protection of information, implementing an additional monitoring (confirmation) of money transfer is considered in the following BR documents:
· BR Regulation No 382-P dated 9 June, 2012 "Requirements for protection of information during money transfer, and their supervision by BR" (including modifications and additions, items 2.8, 2.10)
· The BR standard "Information security of the Russian banking system organizations. General provisions" (STO BR IBBS-1.0-2014, section 7.8).
Currently Bank of Russia is working on more precise requirements. For this purpose Bank of Russia considers modifications to its normative acts, establishing obligatory two-step independent procedure for confirmation of on-line money transfer operations, by separating preparation and confirmation steps of the money transfer order.
In 2015, Center for computer emergency monitoring and response in the credit and financial sphere (FinCERT) was established within BR structure for proper coordination of credit and financial organizations activity to counter cyber-attacks and for operative exchange of information.
Currently, the Center achieved the following results:
· Exchange of information is established with the Russian Federal Security Service, Ministry of Internal Affairs and State system for the detection, prevention and relief of cyber-attacks on the information resources of the Russian Federation
· More than 270 credit organizations are joined to the information exchange via the Center services
· Regular notification of information exchange participants on discovered security vulnerabilities of Internet Banking is established.
In order to create a methodological basis for implementation of information exchange, Bank of Russia together with the Russian Federal Security Service, FSTEC and Ministry of Internal Affairs developed and harmonized a draft industry standard, identifying rules and typical procedures for processing of technical data generated by computers (draft STO BR IBBS-1.3).
In this regard, Bank of Russia believes that it is important to consider the following issues at the international level:
· Obligatory use of national information security standards tailored to the activity of credit and financial organizations
· Identification of economic measures facilitating application of the above-mentioned standards by credit and financial organizations
· Obligatory application of technological measures for information protection, decreasing risk of money transfer and other financial operations and transactions in case of compromised authentication data
· Establishment of interaction between national Centers for computer emergency monitoring and response in the credit and financial sphere.
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